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METHODS AND SYSTEMS FOR
CONDUCTING MULTI-USER
INTERACTIONS ON A DEVICE USING
BIOMETRIC AUTHENTICATION

BACKGROUND

[0001] As mobile devices become an increasingly central
part of people’s lives, many common daily interactions are
now being handled digitally. These daily interactions may
include multiple users using their individual mobile devices
to connect with each other using a social networking appli-
cation, play games using a gaming application, pay a bill
using an electronic payment application, etc. All such appli-
cations require user authentication, which is a process for
validating the identity of a user of a mobile device.

SUMMARY

[0002] The present disclosure is directed to methods and
systems for conducting multi-user interactions on a device
using biometric authentication, substantially as shown in
and/or described in connection with at least one of the
figures, as set forth more completely in the claims.

BRIEF DESCRIPTION OF THE DRAWINGS

[0003] FIG. 1 presents an exemplary diagram of a system
for conducting multi-user interactions on a device using
biometric authentication, according to one implementation
of the present disclosure;

[0004] FIG. 2 shows components of a mobile device for
use in the system of FIG. 1, according to one implementation
of the present disclosure; and

[0005] FIG. 3 presents an exemplary flowchart illustrating
a method of conducting multi-user interactions on a device
using biometric authentication, according to one implemen-
tation of the present disclosure.

DETAILED DESCRIPTION

[0006] The following description contains specific infor-
mation pertaining to implementations in the present disclo-
sure. The drawings in the present application and their
accompanying detailed description are directed to merely
exemplary implementations. Unless noted otherwise, like or
corresponding elements among the figures may be indicated
by like or corresponding reference numerals. Moreover, the
drawings and illustrations in the present application are
generally not to scale, and are not intended to correspond to
actual relative dimensions.

[0007] FIG. 1 shows a diagram of exemplary system 100
for conducting multi-user interactions on mobile device 110
using biometric authentication, according to one implemen-
tation of the present disclosure. As shown in FIG. 1, system
100 includes mobile device 110, network 120, server 130,
user 101, and user 102.

[0008] Mobile device 110 may be any user interactive
portable computing device, such as a phone, personal digital
assistant, tablet, etc. As shown in FIG. 1, user 101 and user
102 may utilize mobile device 110, which is also in com-
munication with server 130 over network 120 to send and
receive information. Network 120 may correspond to a
network connection, such as a wireless phone service com-
munication network, broadband network, or other network
capable of sending or receiving data. Server 130 may be a
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server suitable for storing information as well as communi-
cating information with mobile device 110.

[0009] Moving now to FIG. 2. FIG. 2 shows a more
detailed diagram of mobile device 210, which is similar to
mobile device 110 of FIG. 1, according to one implemen-
tation of the present disclosure. As shown in FIG. 2, mobile
device 210 includes processor 216, memory 212, biometric
device 217 and display 218. Processor 216 may be any
microprocessor or a similar hardware processor used in a
computing device. According to FIG. 2, processor 216 may
access memory 212 to store received input or to execute
commands, processes, or programs stored in memory 212.
Memory 212 is a non-transitory hardware storage device
capable of storing commands, processes, and programs,
such as software applications, for execution by processor
216.

[0010] Display 218 may be any hardware display of a user
device, such as a computer display, a tablet computer
display, a display of a smart phone, or any other display
suitable for displaying digital content including a user
interface of a software application.

[0011] Memory 212 includes software application 214,
which may be executed by processor 216 for conducting
multi-user interactions. Software application 214 may also
be executed by processor 216 to present a user interface
generated by software application 214 on display 218 for use
by a plurality of users for performing multi-user interac-
tions. In some implementations, software application 214
may be a gaming application, a social networking applica-
tion, a content sharing application or an electronic payment
sharing application.

[0012] Memory 212 may also include biometric applica-
tion 215 for receiving and storing biometric information of
a plurality of users. In one implementation, software appli-
cation 214 may require verification of the identity of one or
more users for performing a particular action requested by a
user. In such an implementation, software application 214
may send a request to biometric application 215 to obtain
biometric information from user 201 and user 202. Biomet-
ric application then uses biometric device 217 to obtain
biometric information of user 201 and user 202. In one
implementation, software application 214 may be config-
ured to perform the functions of biometric application 215
and use biometric device 217 to obtain biometric informa-
tion of users.

[0013] Biometric device 217 may be any device capable of
obtaining and processing biometric information from a user.
In some implementations, biometric device 217 may be a
device enabled for obtaining physiological characteristics of
a user including fingerprint, palm print, hand geometry, iris,
retina, voice, face, or palm veins. After biometric device 217
obtains biometric information 241 and biometric informa-
tion 242 from user 201 and user 202, respectively, biometric
device 217 stores biometric information 241 and biometric
information 242 in memory 212 for use by software appli-
cation 214. Although FIG. 2 depicts biometric device 217 as
an internal component of mobile device 210, in other
implementations, biometric device 217 may be an external
component connected to mobile device 210.

[0014] Turning to FIG. 3. FIG. 3 presents flowchart 300
illustrating a method of conducting multi-user interactions
on mobile device 210 using biometric authentication. Flow
chart 300 begins, at step 305, with mobile device 210
launching software application 214 stored in memory 212
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using processor 216. After software application 214 is
launched, user 201 may request software application 214 to
perform an action involving user 201 and user 202 using
mobile device 210.

[0015] In one implementation, software application 214
may be an electronic payment sharing application for pro-
cessing a payment transaction. In such an implementation, a
plurality of users, including user 201 and user 202, may be
at a restaurant and desire to each pay for a portion of the
check. After launching software application 214 at 305,
software application 214 may present various interface
options for payment processing using a user interface on
display 218. In one implementation, software application
214 may present an interface option to allow the plurality of
users to split a payment using mobile device 210. User 201
may then select this interface option and request that the
payment be shared between the plurality of users, including
user 201 and 202.

[0016] In another implementation, software application
214 may be a social networking application, where user 201
may wish to be connected to user 202 in a social network.
In yet another implementation, software application 214
may be a gaming application, where user 201 may wish to
exchange a virtual item with user 202. For instance, user 201
and user 202 may be playing a multiplayer online military
game, and user 201 may request troops or an extra life from
user 202. In another implementation, software application
214 may be a content sharing application, where user 201
may request video, audio, pictures, documents and other
types of content from user 202.

[0017] In each of the implementations above, in order to
securely perform the request by user 201, software applica-
tion 214 is configured to require the identities of user 201
and user 202 to be verified. As a result, software application
214 may send a request to biometric application 215 to
obtain biometric information 241 and biometric information
242 from user 201 and user 202, respectively. In response to
this request, biometric application 215 may be launched and
present a notification, on the user interface of mobile device
210, to user 201 and user 202 that their biometric informa-
tion is required before proceeding.

[0018] In some implementations, rather than requesting
biometric information, software application 214 may request
a user identifier such as a pin code. In other implementa-
tions, user 202 may have a key fob (or any physical object
such as a mobile device belonging to user 202) containing a
wireless device capable of sending and receiving wireless
signals to mobile device 210. In such an implementation,
software application 214 may be configured to detect wire-
less signals from the key fob, where receiving such wireless
signals indicate the presence of user 202 and, therefore,
provide a means for verifying the identity of user 202. For
instance, user 201 may request that a payment transaction be
completed on mobile device 210 belonging to user 201. As
user 202 is in proximity of user 201 and mobile device 210,
the key fob of user 202 may once or periodically send
wireless signals to mobile 210 providing identification infor-
mation for authenticating user 202. Once mobile device 210
receives the identification information, using a wireless
device of mobile device 210, software application 214 may
verify and authenticate the identity of user 202. As an
additional level of security, after receiving the identification
information, software application 214 may also request user
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202 to manually input a user identifier before completing the
identity verification process for user 202.

[0019] At 310, mobile device 210 receives biometric
information 241 and biometric information 242 from user
201 and user 202, respectively. Biometric information may
be any physiological characteristic of these users including,
fingerprint, palm print, hand geometry, iris, retina, voice,
face, palm veins, etc. In one implementation, in addition to
receiving the biometric information of user 201 and user
202, mobile device 210 may also receive a user identifier
from each of user 201 and user 202. A user identifier may be
aname, date of birth, social security number, pin code, a user
identification generated by software application 214, a gov-
ernment-issued identification number, etc.

[0020] At 315, mobile device 210 sends biometric infor-
mation 241 and biometric information 242 for identification
verification to server 230 over network 220. In one imple-
mentation, server 230 includes a database of user profiles
containing biometric information of a plurality of users,
including user 201 and user 202. Such user profiles may
include a user identifier including a name, date of birth,
social security number, pin code, a government-issued iden-
tification number, user identification generated by software
application 214, as well as other information including
credit card information, bank account information, address,
etc.

[0021] After receiving biometric information 241 and bio-
metric information 242, server 230 then conducts a search in
the database of user profiles containing biometric informa-
tion for a plurality of users. In the implementation where in
addition to the biometric information mobile device 210 also
send user identifiers from user 201 and user 202 to server
230, server 230 may conduct a search in the database of user
profiles using the user identifiers. If user profiles for user 201
and user 202 are found, server 230 may then compare the
biometric information stored in each of the corresponding
user profiles with biometric information 241 and biometric
information 242 to verify the identities of user 201 and user
202, respectively.

[0022] At 315, in one implementation, mobile device 210
may include a database of user profiles for a plurality of
users, including user 201 and/or user 202. In such an
implementation, after obtaining biometric information 241
and biometric information 242, software application 214
may first conduct a search within the database of user
profiles stored in memory 212 to find biometric information
corresponding to biometric information 241 and biometric
information 242. If software application 214 finds user
profiles containing biometric information matching the bio-
metric information obtained from user 201 and user 202,
software application 214 may verify the identities of user
201 and user 202. However, if software application 214 does
not find user profiles corresponding to user 201 and/or user
202, software application 214 may send biometric informa-
tion 241 and/or biometric information 242 to server 230 for
verification.

[0023] As an example, mobile device 210 may belong to
user 201, in which case user 201 may have a user profile
including biometric information of user 201 stored in
memory 212. In that case, identity verification for user 201
is performed by software application 214 on mobile device
210 by comparing biometric information 241 with the
biometric information in the user profile for user 201 stored
in memory 212. However, user 202 may not have a user
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profile stored in memory 212. In that case, software appli-
cation 214 sends biometric information 242 to server 230 for
verifying the identity of user 202.

[0024] At 320, mobile device 210 receives a first notifi-
cation from the server as to whether biometric information
241 of user 201 matched a corresponding biometric infor-
mation in a user profile of user 201 stored in server 230. The
first notification may indicate that a match was found
between biometric information 241 and the corresponding
biometric information in the user profile of user 201, in
which case the identity of user 201 has been verified.
Alternatively, the first notification may indicate that a match
was not found, in which case software application 214 will
refrain from performing the action requested by user 201
and may present on display 218 a message that a match was
not found.

[0025] At 325, mobile device 210 receives a second noti-
fication from the server as to whether biometric information
242 of user 202 matched a corresponding biometric infor-
mation in a user profile of user 202 stored in server 230.
Similar to the process described above relating to user 201,
the second notification may indicate that a match was found
between biometric information 242 and the corresponding
biometric information in the user profile of user 202, in
which case the identity of user 202 has been verified.
Alternatively, the second notification may indicate that a
match was not found, in which case software application 214
will refrain from performing the action requested by user
201 and may present on display 218 a message that a match
was not found. In one implementation, server 230 may send
one notification including the verification results at 315 and
320.

[0026] Next, at 330, mobile device 210 proceeds with
performing the requested action if the first notification
indicates that biometric information 241 matched the first
corresponding biometric information and the second notifi-
cation indicates that biometric information 242 matched the
second corresponding biometric information. In addition, in
some implementations, software application 214 may be
configured to maintain a record of a multi-user interactions
in memory 212 after the completion of the requested action.
[0027] For example, where software application 214 is an
electronic payment sharing application, software application
214 proceeds with processing a payment transaction for user
201 and user 202, where each user pays a portion of the
payment amount corresponding to the payment transaction.
Prior to processing the payment, software application 214
may present on display 218 a user interface that allows user
201 and user 202 to input their approval and authorize the
requested action. For instance, using software application
214, user 201 may request that each user pays $50 towards
the check. The user interface may then show the amount that
each user needs to pay as well as the bank account that will
be used to make the payment for each user. As such, after the
identities of user 201 and user 202 have been verified and
before proceeding with the request by user 201, user 201 and
user 202 may have an opportunity to approve the amount
and authorize the payment using mobile device 210.
[0028] In another example, software application 214 may
be a social networking application. In such an implementa-
tion, once the identities of user 201 and user 202 have been
verified, software application 214 may proceed with allow-
ing user 201 and user 202 to connect in the social network.
In yet another example, software application 214 may be a
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gaming application, and where user 201 has requested
troops or an extra life in a multiplayer online military game,
software application 214 may grant the request by providing
troops or an extra life.
[0029] As another example, software application 214 may
be a content sharing application. In that implementation,
where user 201 has requested a particular content, such as a
video clip, from user 202, software application 214 may
grant the request by providing the video clip to user 201 or
providing a link to user 201 allowing user 201 to download
the video clip.
[0030] From the above description it is manifest that
various techniques can be used for implementing the con-
cepts described in the present application without departing
from the scope of those concepts. Moreover, while the
concepts have been described with specific reference to
certain implementations, a person of ordinary skill in the art
would recognize that changes can be made in form and detail
without departing from the scope of those concepts. As such,
the described implementations are to be considered in all
respects as illustrative and not restrictive. It should also be
understood that the present application is not limited to the
particular implementations described above, but many rear-
rangements, modifications, and substitutions are possible
without departing from the scope of the present disclosure.
1-20. (canceled)
21: A method of sharing content between a first user and
a second user using a software application of a mobile
device having a biometric application to obtain biometric
information, the mobile device storing a first user profile of
the first user but not a second user profile of the second user,
the method comprising:
receiving, by the software application, a content sharing
request;
in response to receiving the content sharing request,
launching the biometric application by sending a bio-
metric request from the software application to the
biometric application;
obtaining, by the biometric application, in response to the
biometric request, first biometric information of the
first user and second biometric information of the
second user;
verifying, by the software application, that the first bio-
metric information of the first user matches a first user
biometric information in the first user profile of the first
user;
sending, by the software application, the second biometric
information of the second user to a server,
receiving, by the software application, in response to the
sending, a notification from the server, the notification
including a match determination between the second
biometric information of the second user and a second
user biometric information in the second user profile of
the second user; and
processing the content sharing request, by the software
application, by sharing the content between the first
user with the second user, based on the verifying of the
first biometric information of the first user by the
mobile device and receiving the notification including
the match determination from the server.
22: The method of claim 21, further comprising:
presenting, by the software application and prior to pro-
cessing the content sharing request, a user interface on
a display of the mobile device; and
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receiving, by the presented user interface, a first input
from the first user and a second input from the second
user, and based on the received inputs approving via the
software application sharing of the content between the
first user and the second user.
23: The method of claim 21, further comprising:
storing, by the software application, a record of sharing
the content between the first user and the second user.
24: The method of claim 21, wherein sharing the content
includes sharing a video.
25: The method of claim 21, wherein sharing the content
includes sharing an audio.
26: The method of claim 21, wherein sharing the content
includes sharing an image.
27: The method of claim 21, wherein sharing the content
includes sharing a document.
28: The method of claim 21, wherein sharing the content
includes sharing a link to a video.
29: The method of claim 21, wherein sharing the content
includes sharing a link to an audio.
30: The method of claim 21, wherein sharing the content
includes sharing a link to an image.
31: A mobile device comprising:
a hardware processor; and
a memory storing a first user profile of the first user but
not a second user profile of the second user, the
memory further storing a biometric application and a
software application including processor executable
instructions that when executed by the hardware pro-
cessor cause the hardware processor to perform:
receiving, via the software application, a content shar-
ing request;
in response to receiving the content sharing request,
launching the biometric application by sending a
biometric request from the software application to
the biometric application;
obtaining, via the biometric application, in response to
the biometric request, first biometric information of
the first user and second biometric information of the
second user;
verifying, via the software application, that the first
biometric information of the first user matches a first
user biometric information in the first user profile of
the first user,
sending, via the software application, the second biomet-
ric information of the second user to a server;
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receiving, via the software application, in response to
the sending, a notification from the server, the noti-
fication including a match determination between the
second biometric information of the second user and
a second user biometric information in the second
user profile of the second user; and

processing the content sharing request, via the software
application, by sharing the content between the first
user with the second user, based on the verifying of
the first biometric information of the first user by the
mobile device and receiving the notification includ-
ing the match determination from the server.

32: The mobile device of claim 31, wherein the memory
includes additional processor executable instructions that
when executed by the hardware processor cause the hard-
ware processor to perform:

presenting, via the software application and prior to

processing the content sharing request, a user interface
on a display of the mobile device; and

receiving, via the presented user interface, a first input

from the first user and a second input from the second
user, and based on the received inputs approving via the
software application sharing of the content between the
first user and the second user.

33: The mobile device of claim 31, wherein the memory
includes additional processor executable instructions that
when executed by the hardware processor cause the hard-
ware processor to perform:

storing, via the software application, a record of sharing

the content between the first user and the second user.

34: The mobile device of claim 31, wherein sharing the
content includes sharing a video.

35: The mobile device of claim 31, wherein sharing the
content includes sharing an audio.

36: The mobile device of claim 31, wherein sharing the
content includes sharing an image.

37: The mobile device of claim 31, wherein sharing the
content includes sharing a document.

38: The mobile device of claim 31, wherein sharing the
content includes sharing a link to a video.

39: The mobile device of claim 31, wherein sharing the
content includes sharing a link to an audio.

40: The mobile device of claim 31, wherein sharing the
content includes sharing a link to an image.
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